Ashen Parish Council Information Technology Policy
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Scope of this policy
This policy applies to all councillors, staff, and other authorised users, regardless of their working location or pattern, including those who are home-based, office-based, or work on a flexible or part-time basis. It sets out the expectations for the appropriate use of IT equipment and systems provided by the council.
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Hardware 
1.1.1 Council computer equipment is provided for council purposes only. 

1.1.2 All computer and other electronic equipment supplied should be treated with good care at all times. 
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2.1 Portable equipment 
2.1.1 Portable equipment includes laptop computers, netbooks, tablets, mobile and smart phones with email capability and access to the internet etc. 

2.1.2 It is particularly emphasised that council back-up procedures specific to portable equipment should be followed at all times. 

2.1.3 All portable computers must be stored safely and securely when not in use in the office, i.e. when travelling or when working from home. 


2.1.4 Under no circumstances should any non public meeting or conversation be recorded without the permission of those present. This does not affect statutory rights (under The Openness of Local Government Regulations 2014).
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4.1.1	All user accounts must be protected by secure passwords. 
5.1.5 All computers will be periodically checked and scanned for unauthorised programmes and viruses. 
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7.1.1 Council email facilities are intended to promote effective and speedy communication on work-related matters. Although we encourage the use of email, it can be risky. Councillors, staff, and other authorised users need to be careful not to introduce viruses onto council systems and should take proper account of the security advice below. 
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