ABBESS, BEAUCHAMP & BERNERS RODING PARISH COUNCIL

Data Protection Policy

Introduction
Abbess, Beauchamp and Berners Roding Parish Council is committed to protecting the privacy and rights of individuals in accordance with the UK General Data Protection Regulation and the Data Protection Act 2018. 

This policy explains how the Council collects, stores, and protects personal data in the course if its duties as a public authority.

The council will ensure that personal data is:
· Processed lawfully, fairly, and transparently
· Collected for specified and legitimate purposes
· Adequate, relevant, and limited to what is necessary
· Accurate and kept up to date
· Stored only for as long as necessary
· Processed securely

Scope
This policy applies to:
· Parish councillors
· Employees and contractors
· Volunteers
· Anyone processing personal data on behalf of the Council

It applies to personal data held:
· Electronically
· In paper records
· In emails or cloud systems

Data Controller
Abbess, Beauchamp and Berners Roding Parish Council is the Data Controller responsible for determining how personal data is processed.

Contact details:
Clerk to the Council – Kim Hanley
Email – parish.clerk@abbr-pc.gov.uk
Phone – 07415 407915
Personal data the Council may collect
The Council may process personal data including:
· Names and contact details
· Email addresses and phone numbers
· Addresses
· Employment information (staff and contractors)
· Financial information for payments
· Complains or correspondence
· Images or recordings from Council events or meetings

Special category data will only be processed where necessary and permitted by law.

Lawful basis for processing
The Council processes personal data under lawful bases set out in the UK General Data Protection Regulations, including:
· Public task (carrying out official council functions)
· Legal obligation
· Contract
· Consent (where required)

Data sharing
The Council may share personal data with:
· Government bodies
· Local authorities
· Contractors providing services to the Council
· Regulatory bodies
· Law enforcement agencies where required by law
Data will only be shared where necessary and lawful. 

Data security
The Council will ensure appropriate technical and organisational measures are in place, including:
· Password-protected systems
· Secure storage of paper records
· Limited access to personal data
· Secure email practices
· Regular backups 
Councillors and staff must ensure personal data is kept secure at all times. 

Data Retention
Personal data will not be kept longer than necessary.
The Council follows retention guidance from the National Association of Local Councils and other relevant bodies. 
Records will be securely destroyed when no longer required. 

Individual rights
Individuals have rights under the UK General Data Protection Regulation including:
· The right to be informed
· The right of access
· The right of rectification
· The right to erasure (in certain circumstances)
· The right to restrict processing
· The right to object
· The right to data portability (where applicable)
Requests should be made to the Parish Council Clerk.

Subject Access Requests
Individuals may request access to their personal data.
Requests will be responded to within one month as required under the Data Protection Act 2018. 

Data breaches
Any data breach must be reported immediately to the Clerk.
Where required, breaches will be reported to the Information Commissioner’s Office within 72 hours. 
Affected individuals will be notified where there is a high risk to their rights or freedoms. 

Responsibilities
The Council
· Ensure compliance with data protection laws
· Maintain appropriate policies and procedures
The Clerk
· Act as the main contact for data protection matters
· Maintain data protection records
· Handle subject access requests and breaches
Councillors and Staff
· Follow this policy
· Handle personal data responsibly
· Report any breaches immediately

Policy review
This policy will be reviewed annually or when legislation changes.
Adopted by: Abbess, Beauchamp and Berners Roding Parish Council
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